Anleitung zum

Einrichten einer
VPN-Verbindung ins AFUZ

Stand 3. Juli 2016
Christian Daniel, DG2NDK, cd@cdaniel.de

WINDOWS 7

1. OpenVPN fiir Windows herunterladen:
https://openvpn.net/index.php/open-source/downloads.html

2. Bitte entsprechend der Windows-Installation die 32Bit oder die 64Bit-Version von
OpenVPN auswadhlen. Falls nicht bekannt ist, wie Windows installiert wurde, kann man das
in der Systemsteuerung unter System nachschlagen. Ansonsten mit der 64Bit-Version
anfangen und wenn das nicht funktioniert, mit der 32Bit-Version weitermachen.

3. Nach dem Download des richtigen Installers, diesen Starten. Es miissen ein paar
Bestdtigungen gegeben werden, fiir die ich hier nur Screenshots habe, da die Installation
sich nicht von der anderer Programme unterscheidet:

¥y User Account Control ==

Do you want to allow the following program to make

changes to this computer?

Program name:  openvpn-install-2,.3.11-1601-x36_64.exe
Verified publisher. OpenVPN Technologies, Inc.

File crigin: Downleaded from the Internet
) Show details Yes

Change when these notifications appear

OpenVPM 2.311-1601 Setup =] = =

Welcome to the OpenVPN
2.3.11-1601 Setup Wizard
This wizard will guide you through the installation of

OpenVPN , an Open Source VPN package by James Yonan.

Mote that the Windows version of OpenVPN will only run on
Windows XP, or higher.




| OpenVPN 23.11-1601 Setup [o]'= =]
License Agreement

n PE N Please review the license terms before instaling OpenVPN

2.3.11-1501,

Press Page Down to see the rest of the agreement.

DipenVPN (TM) — An Open Source VPN dasmon
(Copyright {C) 2002-2010 OpenVPM Technologies, Inc. <sales@openvpn.net=>

This distribution contains multiple components, some

of which fall under different licenses. By using OpenVPN
or any of the bundled components enumerated below, you
agree to be bound by the conditions of the license for
each respective component.

OpenVPN trademark

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install OpenVPN 2.3.11-1601.

Mullsaft Install System w2, 46-101

< Back ][ I Agree ] [ Cancel

Bei der Auswahl der Komponenten nichts dndern, sondern die Einstellungen wie angeboten

tibernehmen:
| OpenVPN 23.11-1601 Setup o] = =
Choose Components
n PE N Choose which features of OpenVPN 2.3.11-1601 you want to
install.

Select the components to installfupgrade. Stop any OpenVPN processes or the OpenVPN
service ifitis running. All DLLs are installed locally.

OpenVPM User-Space Components| -

OpenVPN Service ‘

Select components to install:

TAP Virtual Ethernet Adapter
OpenVPM GUI
OpenVPN File Assodations

i [[] OpenssL Utilities i
LI e P e PPy SR oo .
Description
Space required: 4.2MB Pasition your mouse over a cormponent ko see jbs
descripkion,
Mullsoft Install Syskem w2, 46-101
< Back ][ Next = J [ Cancel
| OpenVPN 23.11-1601 Setup == =

Choose Install Location

n PE N Choose the folder in which to install OpenVPN 2.3.11-1601.

Setup will install OpenVPN 2.3, 11-1601 in the following folder. To install in a different folder,
dlick Browse and select another folder, Click Install to start the installation.

Destination Folder

ogram Files\OpenVPMN Browse

Space required: 4.2MB
Space available: 4.6GB

Mullsoft Install Syskem vz, 46-101

< Back. ][ Install ] [ Cancel




Waihrend der Installation kann es zu einer Nachfrage wegen dem zu installierenden Netzwerktreiber
kommen. Diese Frage bitte mit ,,Installieren” beantworten:

OpenVPN 2.3.11-1601 Setup
Installing

+] Windows Security

Would you like to install this device software?

~ . MName: TAP-Windows Provider V3 Metwork adapters
L' Publisher: OpenVPN Technologies, Inc.
- p 9

] Ahways trust software from "OpenVPN Install ][ Don't Install
Technelogies, Inc.".

& You should enly install driver software from publishers you trust. How can I decide which
device software is safe to install?

Installing TAP (may need confirmation)...

OpenVPM 2311-1601 Setup [=] = =

Installation Complete
Setup was completed successfully.

Completed
R —
Qutput folder: C:\Program Files\OpenyPMNbin -

Extract: iblzo2-2.dll... 100%

Qutput folder: C:\Program Files\OpenVPMpin

Extract: libpkcs11-helper-1.dll... 100%%

Qutput folder: C:\Program Files\OpenVPN

Extract: icon.ico... 100%

QOutput folder: C:\Program Files\OpenyPN\doc

Extract: license, txt... 100%

Created uninstaller: C:\Program Files\OpenVPMUninstal.exe =
Completed i

OpenVPN 2.311-1601 Setup == =

Completing the OpenVPN
2.3.11-1601 Setup Wizard

OpenVPM 2.3, 11-1601 has been installed on your computer.,

Click Finish to dose this wizard.

[T start OpenvPN GUI

Show Readme




4. Nach der Installation muf noch die Konfigurationsdatei ins Verzeichnis der Installation

kopiert werden (C:\Programme\OpenVPN\config). Auch hier kann eine Sicherheitsabfrage
erscheinen, die positiv beantwortet werden mul$:

@\_/'l  Computer » Local Disk (C:) » Program Files » OpenVPN » config

Organize Includein library Share with Mew folder

¢ Favorites Do

B Desktop || README &t 03.07.2016 16:59 Text Document
i& Downloads

Date modified Type

i) Recent Places

4 Libraries

] Documents
& Music

=) Pictures

Destination Folder Access Denied

& H ou'll need to provide administrator permission to move to this folder

config

g Date created: 03.07.2016 16:59
&
=

(=N

€ Ne

;lf ] [ ®continue | [ skp | |

Cancel

& CAIPT
M VBOXSVR
1% WINT-COREL

Danach tiber Startmenii bzw. die Verkniipfung auf dem Desktop die Anwendung ,,OpenVPN
GUI“ starten.

In der Taskleiste erscheint ein Icon (Computerbildschirm mit Schloss), iiber das die
Verbindung hergestellt werden kann:

Connect
Disconnect

Show Status

View Log
Edit Config

Change Password

Settings...
Exit




7. Benutzernamen und Passwort eingeben:

@ OpenVPN Connection (afuz)
Cumrent State: Connecting

Sun Jul 03 17:15:17 2016  dhep_options = DISABLED
Sun Jul 02 17:15:17 2016 dhep_renew = DISABLED
Sun Jul 02 17:15:17 2016 dhep_pre_release = DISABLED
Sun Jul 02 17:15:17 2016 dhep_release = DISABLED
gun ju: E§ ;I?]g]?gglg domain = TUNDEFT'

un Ju 71517 gt
Sun Jul 03 1;’;15;1%2[1115 ng OpenVPN - User Authentication
Sun Jul 03 17:15:17 2016 di
Sun Jul 0317:15:17 2006 Op|  Usemame: dg2ndk ) ILZO] [PKCS11] [IPvE]
Sun Jul 03 17:15:17 2016 Wi
Sun Jul 03 17:15:17 2016 0iby p rd: sesssssEERERRRES
SonJul 02171517 2006 M4 T 7.0.0.1:25340
Sun Jul 03 17:15:17 2016 Nej ] |

Sun Jul 03 17:15:18 2016 MA OK
Sun Jul 03 17:15:18 2016 M4
Sun Jul 03 17:15:12 2016 MANAGEMENT: CMD Tog ol orv
Sun Jul 03 17:15:12 2016 MANAGEMENT: CMD hold off
Sun Jul 03 17:15:18 2016 MANAGEMENT: CMD hold relsass’

Cancel [0.0.1:25340

4 1l

Disconnect | | Reconnect

8. Warten, bis ,,afuz is connected” erscheint. Wenn das nicht klappt... tjo... dann miiSte man
den Fehler suchen...

LINUX

Nach der Installation von OpenVPN aus dem Paketmanager kann die Verbindung mit der
Konfigurationdatei in einer Shell gestartet werden:

$ openvpn --config afuz.ovpn --errors-to-stderr



